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Of all the resources in today’s business and professional
world, your data and its confidentiality are critical
concerns.

To satisfy these requirements, Konica Minolta provides the industry’s most
comprehensive suite of standard privacy and security solutions. We provide
all the features you need to protect your information together with secure
printing, scanning, copying and faxing functions. Our MFPs feature the
lock-down protection of bizhub® SECURE Platinum to help you ensure
confidentiality and enhance your organization’s compliance strategy.




vizhub'secuRe PLATINU

Advanced network and hard drive security functionality to meet the
challenges of safeguarding your valuable data.

SOLUTIONS

Is your data encrypted or protected by complex passwords? Does access to your printer/

copier require user authentication? Are print/copy functions tracked, so you know who, KONICA MINOLTA'S BIZHUB SECURE PLATINUM'
when and where copies were made? Is your email traffic logged and preserved? Are PROVIDES A ROBUST SET OF FEATURES

printouts and faxes containing confidential information protected from unauthorized « Create a 20-digit secure alphanumeric password
personnel? Have you extended your network security protocols to your multifunction to lock down your bizhub hard disk drive
devices? To meet your security needs, our bizhub SECURE Platinum solution and IT
Services combine to enhance your security, speed your work and help control your costs.
We provide assurance in today’s ever-changing workplace environment to help for remarkable data security

you navigate these questions. And succeed. + Eliminate any trace of data even after it's been
deleted with Temporary Data Overwrite (Temporary

PROTECT AND DEFEND Data Overwrite conforms to DoD methods)?

Lock-down protection for your MFP means safeguarding
information and defending your organization from
security breaches. Konica Minolta offers your
organization the enhanced confidence and
compliance of bizhub SECURE Platinum:
powerful password and advanced network and
data security measures to protect your valuable
data. These enhanced security features will be
enabled by your Konica Minolta field engineer

to ensure that your data is more than secure -

it’s bizhub SECURE. It’s just another way that
Konica Minolta gives shape to ideas.

* Encrypt the entire contents of your bizhub HDD

* Time your bizhub MFP to auto-delete any material
located in personal or public User Boxes, System
User Boxes, Documents and Folders

« Disable Non-secured and unwanted Services,
Protocols and Ports at the MFP

* Enable TLS v1.2 on the MFP (self-signed certificate)
* Enable Network User Authentication
* Enable MFP Audit Logs

bizhub SECURE Platinum Compatibility Table Monochrome Small MFPs Color Small MFPs Monochrome Large MFPs Color Large MFPs
bizhub 4750, 4050 bizhub C3851FS, C3351 bizhub 958, 808, 654e, 558, 458, bizhub PRO C754e, C754e, C654e,
368,308,287, and 227 €658, €558, C458, C368, C308,

(287, C258, and C227

Change Administrator Password v/ v/ v/ v/

Enable Hard Drive Encryption v v v v

Timed Automatic Overwrite of a file in an electronic folder (box) v/ v/ v/

Automatic Overwrite of Temporary Image Data v v v

Hard Drive Lock Password v v v/

Timed, Automatic Deletion of a File in an Electronic Folder* v

Disable Insecure Services, Protocols and Ports v v/ v/ v

Enable SSL (Self Sign Certificate) v/ v/ v/ v/

Enable MFP Auto Logs v v v v

Enable Administrator Account Auto Logoff v v/ v/ v/

Enable User Account Auto Logoff v v v v

Enable User Authentication v v v/ v/

*Deletion does not overwrite the data on the hardrive.

! bizhub SECURE may be disabled using the customer’s unique Administrative Password. It is recommended that customers not disclose the ynique Administrative
PassworéanH keep%eA m?n!stratslveq’asswor masa%’e p?acev ustomerss%a\?fndemnifyandcholdnl?or%ca lt\/l’\no ta arm[esso anycfaelms, garﬁagesorcostsrelatingto
loss of data or disclosure of data due to intentional acts or omissions of others, end-user error or release of Administrative Password.

? Large MFP and C3351/C3851FS only.
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